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Cyber threats are on the rise as fraudsters use ever more sophisticated techniques to

access or encrypt business critical data.

Getting your Cyber Essentials accreditation will help guard your organisation against
the most common cyber threats and demonstrate your commitment to cyber security.

Cyber Essentials is a simple but effective,
Government backed scheme that will
help you to protect your organisation,
whatever its size, against a whole range
of the most common cyber-attacks.

The certification lays out a set of policies
that ensure that you are both currently
compliant, while ensuring you practice
good cybersecurity procedures now and
for the future.

No Problem IT will manage the Cyber
Essentials certification for you and
ensure that you are compliant in all
areas before submitting it and obtaining
your certificate.

Cyber Essentials Plus is the highest level
of certification offered under this
scheme. It requires a hands-on technical
verification to carry out vulnerability
tests to ensure your organisation is
protected from basic hacking and
phishing attacks.

No Problem IT can achieve this for you
using our onsite and remote auditing
service . This means that your business
can maintain continuity — regardless of
whether you are all based in one office.

Getting Cyber Essentials certified protects you against 99% of threats and
demonstrates your security credentials to regulators and prospects.
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Cyber Essentials - Why get it?

According to the latest findings, four in ten businesses (39%) report
having cyber security breaches or attacks in the last 12 months. ‘

However, most common cyber-attacks are looking for targets which
do not have the Cyber Essentials technical controls in place.

A Cyber Essentials accreditation will

v Protect you against 99% of threats by exercising a best-practices model.

v Demonstrate your security credentials and reassure customers that you are staying
secure and protected.

v Attract new business including the Government contracts that require Cyber Essentials
certification.

v Enhances GDPR compliance as your business is liable for any cyber breaches, Cyber
Essentials improves the security of your client data.

v" This scheme is simple and cost-effective.

The Process - 5 key controls

The Cyber Essentials scheme defines 5 key controls that will help protect your business and
reduce risk. These form the main parts of the investigation:

Ensuring anti-virus and anti-malware software

MALWARE PROTECTION is UpToDate and solutions are specifically
tailored to meet your needs.

Removing software vulnerabilities with

@ PATCH MANAGEMENT automatic updates and removing unlicensed or
unsupported software's.

Firewalls and gateways to block unwanted
traffic

ACCESS CONTROL Protecting user accounts and restricting access

as needed.

Monitoring and removing of old accounts
SECURE CONFIGURATION and software's, reviewing strength of
passwords.
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The Process - How we work

No Problem IT is a Managed IT Support Provider, we are certified in Cyber Essentials and
Cyber Essentials Plus licensing.

The basic Cyber Essentials certification is a self-certification and as such, we will manage it
for you and ensure that you are complaint in all areas before submitting it and obtaining
your certificate.

We run the Cyber Essentials certification
as a prerequisite and ensure that your
business is compliant in all areas.

We submit this to the external auditors
who provide us with a checklist prior to
the actual audit of any areas of concern
which we then resolve.

The remote audit is then carried out, any
issues are dealt with and resubmitted
for audit.

Application is approved and
certification issued.

Our Remote Audits

We run these audits by installing an agent on each machine which monitors the live
security health of each device, and reports the malware and antivirus state as well as the
version and security vulnerability of every piece of software on the machine.

lll have used NPIT to look after all the IT for me and my businesses for years, and | have
always been impressed with their responsiveness, performance and knowledge. They
recently implemented our cybersecurity compliance policy which went without a hitch.
All in all, Simon and his team have been brilliant - they do what needs to be done!”

Professor Sir Christopher Evans, OBE, Excalibur Healthcare Services
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Getting GDPR ready has a reputation for being complex, costly and time-consuming.

This does not have to be the case! At NPIT we can help you develop a lasting data-
protection strategy in a relatively short amount of time by utilising the IASME
Governance framework to reduce your risk by over 80% and ensure you have processes
in place for safely securing data and preventing breaches.

We achieve this by:
Checking and resolving any security risks live, in real-time
Data privacy risk assessment
Digital risk assessment

Developing smart GDPR compliant policies for distribution and guidance throughout
your organisation

Cyber Essentials Certification

No Problem IT are trained and
licensed to delivery Cyber Essentials
and Cyber Essentials Plus

certificates.

No Problem IT will guide you
through the process to ensure you
are fully prepared.

IASME accredited & licensed Certification Body

Cyber Essentials & Cyber Essentials PLUS certifications
Fully qualified & experienced assessors

Support & Advice throughout

Full service Managed Security Service Provider (MSSP)
Over 20 years' industry experience

Winner of Top 50 Best Managed IT Companies 2018 - 2021

Get your Cyber Essentials Certification, contact No Problem IT to begin.

No Problem IT
enquiries@npit.co.uk 020 3358 8000



mailto:enquiries@npit.co.uk
mailto:enquiries@npit.co.uk
https://npit.co.uk/cyber-essentials-certification/

